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iMCA™ - Controller  

intelligently Monitor Control and Automate virtually anything from anywhere! 

iMCA v2.3 DS v1.7 

Key Features 
 
 100% web based so is accessible from anywhere by any  

device with a web browser (does not require installation of     
anything on the access device and needs no other software  
components such as Microsoft ActiveX, dll, Adobe Flash, 
downloads from Apple’s iTunes etc to function). 

 

 Supports the widest variety of user access device interfaces, 
including in-wall controllers, touch screens, wireless       
remotes, PDAs, Smart Phones and iPods, iPhones, iPads. 

 

 Lets you easily specify various levels of access 
to various functions and capabilities by different users using 
different devices. 

 

 Creates instant virtual connections between switches and 
sensors recognized by the iMCA System regardless of the 
switching/sensing hardware unit they are attached to. 

 

 Lets you easily create and execute any number of           
automation scenarios based on time schedule or sensor              
information, without having to deal with cryptic codes or 
learning a scripting language. 

 

 Can send SMS or email messages (or phone messages when 
used with appropriate additional hardware) upon ñevent        
triggersò, such as a door or window left open,    flooding, 
gas leakage, temperature thresholds, strong winds,      
movement in a room etc. 

 

 Video snapshots stream from motion enabled FTP or direct 
"Snapshots Pull Access" cameras and video servers        
enabling you to save on your mobile service bill. 

 

 Built-in advanced security shown you exactly who has tried 
to access your system from where, and automatically blocks 
their access attempt using a variety of methods. 

 

 Features a bookmarks manager to allow system                 
administrators to easily access network based resources via 
direct links through Local or Wide area network. 

 

 View historical data of any connected to the system sensor 
as dated values list or as a colorful graphs. 

 

 The "turn-key" iMCA Controller is entirely self-contained, 
requiring no further assembly, installation or maintenance. 

Monitor, Control, Automate ï 
for your Security and Convenience 
The iMCA Controller™ enables IP-based monitoring, control 
and automation of residential and commercial environments.  
 
It can be rapidly deployed and gives you the ability to make 
different devices and sensors talk to each other, literally  
converting these separate (some time location dispersed) 
systems into one flexible and easy to manage infrastructure.  
 
It simplifies your life as a user or as a system integrator, 
by tying together and automating all aspects  of minor and 
major electro-mechanical appliances of a home or business.  
 
You can use it to monitor, control and automate lighting, 
heating, ventilation, air conditioning, alarms, CCTV, doors, 
gates, windows, blinds, curtains, shutters, home                
entertainment, watering and irrigation, and lot more. 
 
Whether you are looking to complete a small                      
DIY (Do-It-Yourself), BMS (Building Management System) or 
SCADA  (Supervisory for Control And Data Acquision) based 
project, enhance already installed but limited automation 
technology, or, create a full-scale integrated   solution, the 
iMCA       Controller™ is ideal for achieving your goals. 

 Add true universal remote control and automation            
capability to already available lighting control technologies 
such as X10, A10, Insteon, Xanura, UPB, CBus etc. 

 

 Combine or merge different IP based , programmable logic 
controllers, switching, sensing, power metering or remote 
terminal units from different vendors while preserving 
your existing investment. 

 

 Stop worrying about doors or windows you may have left 
open, or gas you may have left on, by monitoring their 
status from your mobile device or receiving 
SMS notifications in case of such events. 

 

 Use your mobile device to open a window, close a curtain, 
turn off lights, activate the air conditioning, turn on the  ste-
reo or flick a TV channel, while automating any or all of 
these according to time or an event, to suit your lifestyle or 
business requirements. 

 
 Consolidate control and monitoring of multiple physical 

locations (principal residence, business, holiday 
house)  through a single user interface from any PC, or from 
a wide range of Smart Phones and hand held     devices.  

 
 Use any touch screen monitor as iMCA touch screen      

control panel. 
 

  Review historical data of connected to the system sensors. 
 
 Reduce the cost of deployment and ownership of your auto-

mation project.  
 

 Measure Power and Conserve energy and lower utility bills. 

The iMCA ControllerÊ works with leading switching and sensing units from such vendors as Elk/NESS, Aviosys, Geist, HWG, IR 
Trans, Eaton, right out of the box. It is designed in such a way as to easily allow support for new hardware as it comes onto  the 
market, or  to be easily incorporated into tailored projects; as a result the list of compatible hardware is growing constantly!   
Compatible with a wide variety of Power Line Carrier (PLC) technologies including X10, A1, Xanura, Lutron, UPB,  OnQ -ALC,   
Clipsal C -Bus, HPM iControl, Dynalite, Insteon and many others via a wide range of adapters and remote terminal switching units.  
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 Power Input 5VDC in, with 17W power adaptor 

 Operation temperature. 0°C ~ 50°C 

 Construction Aluminium alloy casing, Lockable front panel 

 Dimensions 120mm(W) x 125mm(D) x 44mm (H) 

 

Available Purchase Options: 

OPTION 1: ñTurn Keyò - (recommended in most cases ) 
Delivered as preconfigured embedded computer with installed 
iMCA Software on Compact Flash Card 

This solution has exceptionally small footprint and can be  easily 
installed in most cabling cabinets, terminal boxes and home hubs or 
just positioned on shelves and desktops or even behind computer 
monitor. Supports Double sided VESA mounting. 
 
Additional accessories available 
upon request for tailored projects. 

 Power consumption 9.5 W 

 Weight ~500g 

OPTION 4: Downloadable Software Package 
Consists only of the iMCA software packages / modules which can be installed by certified personnel on  
Unix/Linux or Windows based systems.  
 
 Requires system administration knowledge of the target operating system.  
 Available for selected partners and resellers only.  

Licensing: 
Flexible licensing policies for iMCA System / Controller are available. These can be tailored to customer needs, and can be based 
on number and type of users, installed modules and devices used for access. Leasing of iMCA Controller options available. 

iMCA System Modules: 
 Base Module: Included as default and provides all necessary for monitoring and control capability as well as platform for integration with 

other modules.  

 Automation Module: Required for enablement of automation scenarios based on time or sensor input.  

 Video Module: Required for receiving and processing CCTV feeds from compatible IP based cameras, video servers and DVRs. 

Some of recommended IP based hardware switching and sensing units: 
 

 ELK/Ness M1, EZ24, EZ8 - Industry-leading switching and sensing units for advanced security, 
CCTV, HVAC, lighting, access, PLC, entertainment and for switching a variety of other electrical 
devices. Suitable for medium to large installations and projects (up to 208 relay switches and 
sensors). User interfaces include keypads, touch screens, telephones, wireless key fobs,     
wireless state sensors and proximity fobs/card.  

 

 Aviosys, Damocles Mini - Switching and sensing units for all small to medium  
installations and projects. 

 

 IrTrans, BitWise, NTouch Genie - Control of all Infrared based   
devices and appliances. 

 

 Avtech, Geist - Temperature and humidity sensors. 
 

 Eaton - For electricity utilization monitoring. 

OPTION 2: Bootable Compact Flash Card (CF) 
Delivered as preconfigured iMCA Server software on Linux or Windows operating sys-
tem.  Different sizes and performance ñCompact Flashò cards available. 
 Suitable for system administrators and technology integrators to install on their own Intel 

based systems.  
 Ready for plug and play from own compatible computer or server.  
 Minimum own server requirements: Intel® Atom™ Z510P 1.1GHz, 1G RAM, 100/1000 Network and Bootable Compact Flash Card 

reader or SATA to Compact Flash Card Adapter which can be installed into any PC or server. 

* Actual Compact Flash 

card and its brand may 

differ from this image  

OPTION 3: Virtual Server - VMware Image with iMCA ServerÊ for free VMware Player 
Similar to option 2 but consists only VMware Image of pre-configured Linux Operating System and iMCA Application 
Modules. Ready for plug and play from own computer or server on any supported by the VMware OS. Also can be 
freely downloaded (~1.5G) and ideal for trial and virtualization infrastructure for wide range of operating  systems! 
 
 Requires basic knowledge of VMware Virtualization Technology (http://www.vmware.com) and free VMware Player. 
 Trial downloadable version available upon request! 
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USER/ACCESS TERMINAL MANAGER  

 Enable/Disable login ability for any user . 

 Selection of access level: Administrator, User, Guest. 

 Selection  of available access interface options for users:   PC, Mobile, Touch Screen Terminals and to systemôs modules iMCA, Video. 

 Ability to enforce user/terminal to login to  PC, Mobile or Touch screen mode irrespective of access device. 

 Ability to grant user/access terminal ñtrustedò access level for skipping explicit authentication process. 

 Ability to set expiration date for login (from this date, login will be automatically blocked). 

 Password generator and messenger for sending the access details to the system, via email or SMS.  

SITE MANAGER  

 Single click device register for devices recognised by the iMCA system. Multiple devices of the same model can be registered in the system. 

 Comprehensive, cross linked groups and resource allocation, all-in-one view screen report for diagnostic and analysis of system settings. 

 User Interface elements (Switches and Sensors) positioning editor. 

 Editor for automatically recognising type of access device based on hardware signature (PC, Mobile/Handheld, Touch Screen, etc).  

 SMS Gateways Manager (featuring two SMS Gateways built in.  Additional SMS gateways integration is available upon request). 

GROUPS / ZONES ï 

 Unlimited number of groups/zones. 

 Access to groups/zones based on access device: PC, Mobile/Handheld, Touch Screen (all devices or type restricted). 

 Access to groups/zone can be available to all users or individually restricted. 

DEVICES ï  

 Device description, functionality overview and instructions for connection. 

 Device properties, ability to dynamically add device element and ports including: Switches (relays, IR, RF, digital, etc), Sensors (State, Data, 
Text), Power Line Carriers (PLC) elements. 

 Device / Device elements/ports tester tool. 

DEVICESô ELEMENTS/PORTS ï  

 Sensors  

 virtual connection with switches from the same or different devices in the same or different physical location.  

 selection from predefined state sensor labels. 

 one click assign to the siteôs group/zone. 

 one click assign icon for  monitoring/controlling object. 

 visibility of  all access device modes. 

 visibility of  all users or selected only. 

 Power / Energy Meters  

 Peak Time / Off-Peak Time (including week days)  

 Adding Tax Percent in calculations.  

 Switches 

 virtual connection with data and state sensors from the same or different devices in the same or different physical location. 

 selection from predefined switch state labels. 

 one click assign to siteôs group/zone. 

 one click assign icon for  monitoring/controlling object. 

 visibility and accessibility to all access device modes (PC, Mobile/Handheld/Touch Screen) or selected only. 

 visibility and accessibility to all users or selected only. 

 explicit confirmation (must confirm mode) for selected switches for manual activation. 

 static and pulse/momentary time switching modes simulator for devices where this function is not available 

 custom image upload for Infrared type switches. 

 dim/bright functionality for supported PLC technology. 

 Real time Site poll calibration diagnostic tool.  

 Real time Site poll calibration diagnostic tool and site configuration backup tool for system administrators and installers. 

BOOKMARKS ï  

 Unlimited number of bookmarks for accessing favorite URLs over LAN and WAN for system administrators and installers  

ADVANCED SECURITY ï  

 block access by IP addresses. 

 block access after number of unsuccessful attempts. 

 block access  temporarily and permanently. 

 dedicated session expiration time pipes for not ñtrustedò users. 

 notification of  unsuccessful logins via SMS and email. 

 notification of successful logins via SMS and email. 

 ñParanoiaò option - connection to Google analytics for advanced analysis of access attempts.  

LOGS  ï 

 Date, user, logged result, device mode, IP address 

 List and graphical charts of any connected to the system sensor device including dilly, daily average  and cost when applicable. 
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ð systemôs modules and its administration features list ð  
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AUTOMATION MANAGER 

AUTOMATION TRIGGERS (SCENARIOS) COMMON ï 

 Individual scenarios enable/disable. 

 Scenario priority. 

 Scenario activation date. 

 Scenario expiration date. 

 Active periods by date ñfrom ï toò, by weekday, combined. 

 Each trigger can have unlimited number of instructions supporting ï 

 Individual instruction enabled/disable. 

 Test tuning mode (simulation) - execution action disabled. 

 Plain text description of configured instruction. 

 Enable/Disable email notification. 

 Enable/Disable SMS notification. 

 Smart list selection from target switches and their technology vendors, device models and element/ports, registered in the    
system. 

 Seamless integration of any switch (static, momentary, PLC, etc)  or Sensor (temperature, humidity, state, status, information 
from public services like Google Weather, etc) registered into the system in automation scenarios workflow logic. 

SENSOR AUTOMATION TRIGGERS (SCENARIOS) ï 
Support 3 types of sensor event ï  

 data value, range (above, between, below): temperature, humidity, power, etc 

 state: on/off, high/low, open/close, etc 

 text: textual description send by connected sensor device 
 

Switch activation in event 

 data sensor reached specific value, range, state sensor  

 state sensor changed its specified state 

 text sensor produced specified textual information 

 
SMS notification in event  

 data sensor reached specific value, range, state sensor  

 state sensor changed its specified state 

 text sensor produced specified textual information 
 

Virtual connection with another sensor from the same or different devices in the same or different physical location attached as an additional condition 
for scenario to be executed. 

TIME AUTOMATION TRIGGERS (SCENARIOS) ï 
Switch activation in event 

 exact date and time or time only. 

 sunset, sunrise or specified offset before or after sunset/sunrise. 

 randomly in specified interval. 
 

Virtual connection with another sensor from the same or different devices in the same or different physical location attached as an additional condition 
for scenario to be executed. 

 Global Enable / Disable automation scenarios. 

 Email notification on automation task execution. 

 Customisable email subject of notification logs for convenience and email clients rule engine processing. 

 SMS notification on automation task execution. 

 Configurable automation logs retention.  

 Sunrise / Sunset timing based on geographical location with auto observation of Daylight Savings time. 

 Test Automation triggers (scenarios) tool with full textual description of events that have occurred and have not. 

 Internal automation log for past executed tasks with full textual description of events that have occurred and have not. 

 Manual and automated log clean up. 
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 Video snapshots stream from motion enabled FTP or Direct "Snapshots Pull Access" cameras and video servers (max. number is limited by power of 
iMCA Controller model). Direct access to live stream available if access device can support streaming camera or video server. 

 Customizable snapshots poll interval refresh. 

 Configurable Auto maintenance / self clearance of excess volume of images from cameraôs directory. 

 Retained cameraôs snapshots images view list. 

 Each camera can be available to all or only selected device access mode - PC, Mobile/Handheld/Touch screen. 

 Each camera can be available to all users or individually restricted. 

 Manual and automated log clean up. 


